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Traffic Scanner

Traffic Scanner is a multi-gigabit network intrusidetection system based on the COMBO
hardware platform. It is able to match networkftcafgainst security rules and export suspicious
traffic for further analysis. This pre-filtratioukstantially accelerate common software based
solutions like Snort. Currently Traffic Scanner gag Snort security signatures.

Introduction

Network intrusion detection system (NIDS) is aregrated tool capable of detecting intruders or
malicious traffic. NIDS can analyze data packetd travel over the actual network and examine
packets to verify their nature: malicious or beni§oftware, or appliance hardware in some cases,
resides in one or more systems connected to a rieteuad is used to analyze data such as network
packets. You can see typical IDS system placemeth@figure 1.
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Snort is a one of a most used open source netwttksion detection
system utilizing a rule-driven language, which cameb the benefits
of signature, protocol and anomaly based inspectiethods. The
Snort database contains thousands of rules, wiastrithe most of the
known viruses and attacks. One of the most CPUwuimgy task which must Snort deal with is
pattern matching. As network traffic speeds incedaster then PC performance, PC-based
solutions can not continue to process all traffid detect all security threads.

The system performance can be increased by mowggdritical parts of the Snort from software
to hardware. This white paper describes NIDS whkmtsist of COMBOG6X acceleration card and
Snort running on host PC. The acceleration cardves packets from incoming traffic and sends
only suspicious packets to Snort. So it can sigaiftly improve Snort throughput and your network
security.
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Traffic Scanner capabilities

- Detecting unauthorized access to computer systems
- Detecting viruses and worms

- Detecting and preventing piracy

-Detecting leaks of confidential data

- Passive monitoring of four Gigabit interfaces
- System throughput up to 3.2 Gbps

- Support for Snort rule set

- Exporting suspicious packets via PCI X bus
- Substantially accelerated Snort

Traffic Scanner deployment

The probe is typically deployed on the LAN siddleé WAN router and is totally invisible on the
network. The probe can be connected in two modgseuo network:

- probe is inserted in line, all incoming and outgpiraffic pass by the probe. You will be
able to do 2 Gbps full-duplex monitoring.

- probe is connected to mirror port of WAN routefTesplitter is used. You will be able to
do monitoring on four 1 Gbps half-duplex ports.
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Fig. 2 - Probe inserted in line Fig. 3 - Probe cat®@ to mirror port
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Traffic Scanner System Architecture

The software part can be divided in two piecesk#rael modules that form the driver for
COMBO card and user software to manage loadingra@sget firmware. Thanks to specialized
drivers COMBO card act as ordinary NIC card in agieg system. Card is used as standard
network interface which ensures transparency forguSnort IDS software.
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Fig. 4 — System architecture: Suspicious packetegported to Snort analysis

The incoming traffic is filtered by the card andyosuspicious packets are sent for the next
processing. Because hardware card can’t do whaleepanalysis, Snort is used for removing
small amount of false positives.

Traffic Scanner Hardware

The Traffic Scanner has been designed to work griP&AT compatible computer running Linux
or other Unix-like operating system. It has beeccsasfully tested on computers that use the x86
family of processors. The hardware requirementgssary to run Traffic Scanner are:

- Intel Pentium or equivalent x86 based PC
- 256 GB RAM, 50 MB disk space for tools installation
-PCI-X bus - 64-bit/66 MHz

The Traffic Scanner hardware consist of COMBO6X andnterface card COMBO-4SFPRO. Both
cards together fit into one PCI-X slot.

The software requirements necessary to run Tr&ffenner are:

- Linux kernel version 2.4.x or 2.6.x
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- Red Hat Enterprise Linux, Ubuntu or Debian disttit
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Configuration Interface

Many security rules can be accelerated if a coneigeor is used to generate and optimize Traffic
Scanner firmware, but security rules can not bgkmhanged. If user wants to change the ruleset,
new firmware has to be generated using hardwarhesis tools.

Our solution is to distribute firmware which accalke different types of rulesets (exploits, virus,
p2p detecting, company network policy braking et&fjer a new security threads is discovered and
rule is written, firmware is generated and thenriisted worldwide to Traffic Scanner sensors in
similar way like anti-virus vendors distribute thepdates.
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Fig. 6 — Traffic Scanner configuration interface

Many system administrators need to create thetoou$DS configuration for their specific

network needs. For this reason a configuration wwetsface was created. Philosophy of this
interface is clear. Traffic Scanner users can uptbair custom ruleset to server and start firmware
generation process. After a while user receivanalenotification with download link to custom
firmware. This firmware can be easily loaded inf@NIBOG6X platform using Traffic Scanner

tools.

There are a few compilation parameters which casebéy user.

- Snort rules file
- String length truncation
- Target throughput

- Email address

The parameters have influence to number of ruleshwtan fit into acceleration card. If higher
throughput is needed, number of supported ruldsgseasing. One possible way how to reach
higher throughput with the same number of ruldsuiscating of searching patterns. However this
optimization could have a influence on number afiqgegs exported to host computer, because very
short patterns can be found in many packets. Cilyrdasign generation support 3 throughput rates
- 800 Mbps, 1.6 Gbps and 3.2 Gbps.

Performance

Traffic Scanner throughput was measured by netwafkc generation device Spirent AX4000
which can generate up to 4 Gbps network traffihqwlifferent datagram size distribution. Traffic
Scanner was able to process whole 3.2 Gbps netwadfic for short datagrams as well as long
datagrams. Measured throughput don't depends oberuwh IDS rules. This statement is not valid
for software based IDS system where throughputhafalls down with increasing number of
rules.
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The comparison of Snort accelerated by Traffic 8eamand classical non-accelerated Snort was
also performed. Both probes were configured foedetg virus and worms threads and monitored
the same 1 Gbps network span port for 24 hours s@hee alerts were generated for both solutions
however the accelerated Snort had to process od®/gercent of network traffic. The remaining
packets were filtered on COMBOG6X card. The resstigw that Snort performance was
significantly increased and can be used in gigadiivorks.

Accelerated Snort
Classical Snort o

1285 629 248

Total Processed Packets

1726 132

Fig. 7 — Comparing Traffic Scanner accelerated Snith non-accelerated solution

Analysing security logs

Our solution used Snort as an alert logging facifdne positive side effect of using Snort is tat
lot of Snort tools which is very useful for attamhalysis can be used with our solution. On the
figures below you can see few analysis consolesiwivas successfully tested with our solution.
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Fig. 8 — Basic analysis and Security Engine
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File Query Reports Sound: Off ServerName: demosguil.net UserName: bamm UserlD: § 2006-04-11 20:33:37 GMT

RealTime Events | Escalated Events)

Alert ID ime Src SPort Dst IP DPort

12 demo 1.13299 2006-04-06 05:09:42  66.221.211.1 54845 10.1.14 80 [5 WEB-PHP remote include path
- 20 demo 1.13311 2006-04-06 05:0949 B6.221.211.1 55158 10,114 80 B WEB-PHP »mirpcphp post attempt
- 10 demo 1.13332 200B-04-08 09:38:10 BE.3E.233.11 28984 10,114 BO B WEB-PHP xmirpcphp post attempt
- 3 demo 113352 2006-04-06 09:3&:21 BE6.36.233.11 23971 10114 a0 E WEB-PHP remote include path
Alert ID ime Src SPort st DFort vent
RT 1 deme 1.13510 200B-04-09 00:33:52 208.120,156.237 2048 10,114 80 B http_inspect: OVERSIZE REQUEST-URI D1...
RT 4 demo 1.13550 2006-04-03 09:52:48 10.1.1.4 a0 212,34.198.56 33370 E ATTACK-RESPONSES 403 Forbidden
AT 1 demo 113637 2006-04-11 17:26:35  24.179.67.228 10.1.1.4 1 ICMP Destination Unreachable Host Unre.
RT 2 demo 1.13638 2006-04-11 17:26:35 142.177.251.218 10.1.1.4 1 ICHP Destination Unreachable Host Unre.
Alert 1D ime Src SPort 5 DPort
RT 21 demo 1.13538 Z006-04-10 17:21:08 B6.46.87.202 4183 10,114 80 B LOCALMtEmD[Ed Incoming Connection
RT 1 deme 1.13618 200B-04-10 17:3%41 1934.188.210 34240 10114 7734 E LOCAL Attempted Incoming Connection
RT & demo 113624 2006-04-11 1612225 21314019153 53157 10114 a0 B LOCAL Atternpted Incoming Connection

® Show PacketData ™ Show Rule  www.snort.org

P Resolution | Sensor Status | Snort Statistics| System Meas | User I/

alert tep $EXTERNAL_NET any -» $HTTP_SERVERS $HTTP_PORTS (msq"wWEB-PHP remote include path”

® Reverse DNS to_server; urlcontent".php"; content:"path=": pere:'/path=(httplhttps|frp)/i";
Sl 66.36.233.11 Source 1P Dest 1P Ver HL TOS len D Flags Offset TTL ChkSum
Sre Name! [dc2-web23 assortedinternet.com £8.38.233.11 10.1.14 4 |5 [0 |48z [z8%3 [z [0 51 [1387
Dst IP: 0114 T
Det Name: Source Dest RRARCSS Y I

- Unknown ot Port 10 GEHTHNN  sent Ack#  Offiet Res window Urp Chksum
Whois Query: ~ Nong ¥ SrclP ~ DstIP 2ssz1feo | [ K[ 3997899537 [250563768 |5 o [seao [0 [4vBo0
Oratame:_ Hopdne nternet Corperation 47 46 54 20 2F 6O E 64 65 78 32 ZE 70 68 70 3F GET /indend php?
Srai: 6F 70 74 &B 6F 6E 30 63 €F 6D 5F 63 6F GE 74 €5 opit Lon=con_conte
Atress AR Wisconsin Avenus . GE 74 25 64 6F 5F 70 64 €6 3D 31 26 69 64 30 31 ntdo_pdf=1aid=1

washington 69 BE 64 65 78 32 JE 70 63 70 3 oF 52 45 51 55 index?.pho?_REAU

S pront B 45 £3 54 5B 6F 70 74 59 6F GE 5D 30 B3 EF 6D BF EST[opt ion ]=con
PostalCode: 20007-3603 63 6F 6 74 65 6E 74 26 5F 52 45 51 55 45 53 54 cortentd_REQUEST
Country:  US 56 49 74 65 60 69 b4 5D 3D 31 %6 47 4C 4F 43 41 [Ttenid)=123.06A
RefarralSarver: rwholsi//rw hois. hopone.net:4321 e I © ot B O

Fig. 9 — SGUIL - The Analyst Console for Networkc8gty Monitoring



Summary of Traffic Scanner features
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