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Traffic Scanner
Traffic Scanner is a multi-gigabit network intrusion detection system based on the COMBO
hardware platform. It is able to match network traffic against security rules and export suspicious
traffic for further analysis. This pre-filtration substantially accelerate common software based
solutions like Snort. Currently Traffic Scanner support Snort security signatures.

Introduction
Network intrusion detection system (NIDS) is an integrated tool capable of detecting intruders or
malicious traffic. NIDS can analyze data packets that travel over the actual network and examine
packets to verify their nature: malicious or benign. Software, or appliance hardware in some cases,
resides in one or more systems connected to a network, and is used to analyze data such as network
packets. You can see typical IDS system placement on the figure 1.
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Snort is a one of a most used open source network intrusion detection
system utilizing a rule-driven language, which combines the benefits
of signature, protocol and anomaly based inspection methods. The
Snort database contains thousands of rules, which describe most of the

known viruses and attacks. One of the most CPU consuming task which must Snort deal with is
pattern matching. As network traffic speeds increase faster then PC performance, PC-based
solutions can not continue to process all traffic and detect all security threads. 

The system performance can be increased by moving time critical parts of the Snort from software
to hardware. This white paper describes NIDS which consist of COMBO6X acceleration card and
Snort running on host PC. The acceleration card removes packets from incoming traffic and sends
only suspicious packets to Snort. So it can significantly improve Snort throughput and your network
security.
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Traffic Scanner capabilities
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· Detecting unauthorized access to computer systems
· Detecting viruses and worms
· Detecting and preventing piracy

        · Detecting leaks of confidential data
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· Passive monitoring of four Gigabit interfaces
· System throughput up to 3.2 Gbps
· Support for Snort rule set
· Exporting suspicious packets via PCI�X bus 

      · Substantially accelerated Snort

Traffic Scanner deployment

The probe is typically deployed on the LAN side of the WAN router and is totally invisible on the
network. The probe can be connected in two modes to your network:

· probe is inserted in line, all incoming and outgoing traffic pass by the probe. You will be
able to do 2 Gbps full-duplex monitoring.

      · probe is connected to mirror port of WAN router or T-splitter is used. You will be able to
do monitoring on four 1 Gbps half-duplex ports.

Fig. 2 - Probe inserted in line Fig. 3 - Probe connected to mirror port
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Traffic Scanner System Architecture

The software part can be divided in two pieces, the kernel modules that form the driver for
COMBO card and user software to manage loading new ruleset firmware. Thanks to specialized
drivers COMBO card act as ordinary NIC card in operating system. Card is used as standard
network interface which ensures transparency for using Snort IDS software.

Fig. 4 – System architecture: Suspicious packets are exported to Snort analysis

The incoming traffic is filtered by the card and only suspicious packets are sent for the next
processing. Because hardware card can’t do whole packet analysis, Snort is used for removing
small amount of false positives.

Traffic Scanner Hardware
The Traffic Scanner has been designed to work on any PC-AT compatible computer running Linux
or other Unix-like operating system. It has been successfully tested on computers that use the x86
family of processors. The hardware requirements necessary to run Traffic Scanner are:

· Intel Pentium or equivalent x86 based PC
· 256 GB RAM, 50 MB disk space for tools installation

       · PCI-X bus - 64-bit/66 MHz

The Traffic Scanner hardware consist of COMBO6X and an interface card COMBO-4SFPRO. Both
cards together fit into one PCI-X slot.

The software requirements necessary to run Traffic Scanner are:

· Linux kernel version 2.4.x or 2.6.x
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      · Red Hat Enterprise Linux, Ubuntu or Debian distribution
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Configuration Interface
Many security rules can be accelerated if a core generator is used to generate and optimize Traffic
Scanner firmware, but security rules can not be simple changed. If user wants to change the ruleset,
new firmware has to be generated using hardware synthesis tools.

Our solution is to distribute firmware which accelerate different types of rulesets (exploits, virus,
p2p detecting, company network policy braking etc.). After a new security threads is discovered and
rule is written, firmware is generated and then distributed worldwide to Traffic Scanner sensors in
similar way like anti-virus vendors distribute their updates.
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Fig. 6 – Traffic Scanner configuration interface

Many system administrators need to create their custom IDS configuration for their specific
network needs. For this reason a configuration web interface was created. Philosophy of this
interface is clear. Traffic Scanner users can upload their custom ruleset to server and start firmware
generation process. After a while user receives a email notification with download link to custom
firmware. This firmware can be easily loaded into COMBO6X platform using Traffic Scanner
tools.

There are a few compilation parameters which can be set by user.

· Snort rules file
· String length truncation
· Target throughput

      · Email address

The parameters have influence to number of rules which can fit into acceleration card. If higher
throughput is needed, number of supported rules is decreasing. One possible way how to reach
higher throughput with the same number of rules is truncating of searching patterns. However this
optimization could have a influence on number of packets exported to host computer, because very
short patterns can be found in many packets. Currently design generation support 3 throughput rates
- 800 Mbps, 1.6 Gbps and 3.2 Gbps.

Performance
Traffic Scanner throughput was measured by network traffic generation device Spirent AX4000
which can generate up to 4 Gbps network traffic with different datagram size distribution. Traffic
Scanner was able to process whole 3.2 Gbps network traffic for short datagrams as well as long
datagrams. Measured throughput don't depends on number of IDS rules. This statement is not valid
for software based IDS system where throughput rapidly falls down with increasing number of
rules. 
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The comparison of Snort accelerated by Traffic Scanner and classical non-accelerated Snort was
also performed. Both probes were configured for detecting virus and worms threads and monitored
the same 1 Gbps network span port for 24 hours. The same alerts were generated for both solutions
however the accelerated Snort had to process only 0.02 percent of network traffic. The remaining
packets were filtered on COMBO6X card. The results show that Snort performance was
significantly increased and can be used in gigabit networks.

Fig. 7 – Comparing Traffic Scanner accelerated Snort with non-accelerated solution

Analysing security logs

Our solution used Snort as an alert logging facility. One positive side effect of using Snort is that a
lot of Snort tools which is very useful for attack analysis can be used with our solution. On the
figures below you can see few analysis consoles which was successfully tested with our solution.
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Fig. 8 – Basic analysis and Security Engine

 

Fig. 9 – SGUIL - The Analyst Console for Network Security Monitoring

���������	
 � � � �

��
���
��
���


	 ��� 
� ����� 
�
�
� ������ 
�

� ��� 
�����

� ���	 
� ���� �� 

��
� ���� ���	
���������

���� ����� ���	
�

	����������� �� �����	
�����	�
��
��� ���� � ����� � ��



���������	
��
�
���������	
���
������
����������
�������

�����������		
�����

����
������������		
�����

����
������������		
�����

����
������������		
�����

����
�
����������

����
 
����
 

Summary of Traffic Scanner features
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